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First Time User Registration

Step 1: Receive Secure Encrypted Email

Step 2: Open (view) or save (download) the attachment titled: “securedoc.htm

III

It will open a site with instructions for opening the secure message

Sender will be from "@ryder.com

From:

.,
# securedoc.html (102¢B @ Open (view) or save (download) the attachment

You have received a secure message

mobile@res.cisco.com to receive a mobile login URL.

Help - https://res.cisco.com/websafe/help?topic=ReqEnvelope

Read your secure message by opening the attachment, securedoc.html. You will be
prompted to open (view) the file or save (download) it to your computer. For best results, save the file
first, then open it in a Web browser. To access from a mobile device, forward this message to

If you have concerns about the validity of this message, contact the sender directly.

First time users - will need to register after opening the attachm:t. Link to Help

About Cisco Registered Email Service - https://res.cisco.com/websafe/about

Step 3:

ﬂyder'

@Helo
Mail from From: sender@example.org
Ryder will To: 4 recipi.ent@(-:zxample.org-
Subject: Confidential -- Earnings Report
always have the

Ryder |0go register. After registering, come back to
continue opening the message.

Mes‘sa-@a Secuntty: High

Click on

To open this message, first click the button to @ - REGISTER" o

create your
account

Select a different address

Cisco Registered Envelope Service

N m
cisco
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Step 4: Complete Registration Form

afra]n
cisco

NEW USER

To assure futurs messages from s service are not accidentally filtered out of your emall, pleases add
“donotreplyevesciscacam” to your Address Book or Safe Sender List.

* = regu
Enter Personal Information
Emal Address reciplent@example.org

e 1 : The lanpuage setting wil ba stoved for futare fopin
Language ;E_n‘g—ll_sj_\¥: and emaw notificatians. .

First Name* |

Last Name*

Cl‘eate paSSWOTd Create a Password

| Erer @ oot of 6 characters o nurmbers.
Password® | Passwords are case-sansiive, Your password rmust
T condain both fatters and numbers.,

Confirm Password*

Erter a short phivase that only you welf know. Ths
phvase wi¥ appear on message envelopes when you
fog in. When see your phvase, you know you are
fogging in t socure site, Move info

Enable my Personal Secunty Phrase,

Security phrase

cunty Phrase*

|

p Porsonal

w—Sclect 3 Security Questions
And three You witt be asked these questions it the future il you fovget your password,

securily questions Question 1* | Select a question . v

Answer 1*

Confirm Answer 1°* |

Question 2° | Select a question... b

Answer 2°* |

Confirm Arswer 2% |

i€

Question 3* | Select a question..

Answer 3% |

Confirm Answer 3% |

Register

Step 5: You will receive Registration Confirmation of Account Activation

mie Ergish ¥
CISCco

G i=tered Envelope Servce account was
swcoessfuly meated

Instructions to activate your account have
been emalled to

recipienti example,org

Please cheds your inbon. If vou da not s=e an

munt svation emal, ched: your junk amail
dar

Cisco Registered Envelope Service
éhout Teorsof Service Poeacy Falicy Coprnght @

2040 Cisco 15, Inc. Al nghts reserved

CRyder
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Step 6: Click Link to Activate the Account

Click on link
to activate
account

@der

=>

Activation

Dear Recipient,

Thank you for registering with Cisco Registered Envelope Service. To complete your registration,
you must confirm your intent to register and your acceptance of the Terms of Service by
activating your account.

Click here to activate this account.

You can also activate this account by going to <https://res.cisco.com/websafe/activate= and
entering this confirmation number: 00000000000000

To stop the registration process you can cancel this account.
Click here to cancel this account.

You can also cancel this account by going to <https://res.cisco.com/websafe/cancelActivation=
and entering this cancellation number: 00000000000000XCCCOCOCCCOOX

IMPORTANT
To help keep your personal information safe, Cisco recommends that you never give your CRES
password to anyone, including Cisco employees.

Welcome to CRES!

To know more about Cisco Registered Envelope Service, see
https://res.cisco.com/websafe/about
Terms of Service: https://res.cisco.com/websafe/termsOfService

Privacy Policy: http://www.ironport.com/privac
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Opening Encrypted Messages

Step 1: You Receive a Secure Encrypted Email

@der' ’ =

Q
1=l
el i
Massage Sacurty. High
From: @ryder.com
To:
Subject: Parsonal Security Phrase
Enter your 5 i Your p:lrsonal g‘hrase j not
» Password: enabled on this machine.
password and Forgot password? More info

click OPEN

[[1Remember me on this computer.

[Tl Enable my Personal Security Phrase.

Select 3 different address |

If you experience problems opening this message, try to Open Online |

N min
cisco

Step 2: Open (view) or save (download) the attachment titled: “securedoc.html”
Step 3: Log in to read the Secure Message
Step 4: The decrypted message will be displayed in the browser window

Replying to an Encrypted Message
1. After opening a Registered Envelope, you can click Reply to send a Secure Reply message or click
Forward to send a Secure Forward message.
2. When you send a Secure Reply or Secure Forward message, the recipient receives a Registered
Envelope containing the encrypted message.
Note: Subject lines cannot be encrypted. DO NOT include sensitive information on the subject
line of a secure email.

Help | Forget me on this computer
CRyder
er
. Click on this link to
Click on "Reply" ¢

Secured Message _Reply | remove information

From: sender@ ryder.com when using a public

To: recipient@example.org computer

Date: August 21, 2008 6:57:12 PM GMT

Subject: Confidential -- Earnings Report

Attachments: Earnings Report.xls

Here is an encrypted message with a spreadsheet attached.

© 2000-2008 Cisco Systems Inc. All rights reserved.
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Where to go for Help
¢ Forgot your password?

@ Go to Cisco’s website at: https://res.cisco.com/websafe and answer your secret
guestions at the Login screen. You will be sent a temporary password that will allow
you to log into the system, reset your password, and get to the encrypted email.
Note: Ryder cannot access your account to change your password.

e Cisco Registered Envelope Online Help:

® Go to Cisco’s website at https://res.cisco.com/websafe/help

Frequently Asked Questions
e Why Encrypt Email Messages?

® Regular email is sent as clear text potentially compromising privacy and sensitive
information if intercepted.

® Registered Envelopes enable you to send and receive encrypted email to prevent
confidential information from getting into the wrong hands.

® Encryption protects against accidental breaches of security as well as intentional illegal
and malicious security breaches.

® A Registered Envelope is a type of encrypted email message with password protection

® Sender and recipient can communicate about confidential information while following
state and federal privacy laws or statutes.

What is a secure encrypted email message?

® An encrypted email is a secure message that allows only the sender and receiver to read
the message and attachments in the message. Direct replies to encrypted messages are
also encrypted.

® How it works: The receiver gets a secure email message along with instructions on how
to open the encrypted email. The receiver uses their login and password to open and
read the email.

What should I do if | have never received an encrypted email before?

® The first time you receive an encrypted message, follow the instructions in your email
and you will:

A. Register on the Cisco system by creating a User ID, password, security phrase
and several security questions. Your “Registration ID” will be your email
address.

B. Receive a registration confirmation and you will click on “Click here to activate
this account.”

C. Enter your password and click on “securedoc.htm

® For future emails, you will only need to click on “securedoc.html”, the attachment, or
“View” and then enter your password.

IM

What steps do | follow when | receive an encrypted email?

® Follow the instructions in the message you receive. By clicking on the attachment
“securedoc.html” or the link at the bottom of the message, you will be taken trough the
steps to open your encrypted email.

® If you want to save your email after opening, save it as you do any email and
attachments. The process depends on your system.

How do | verify the encrypted email | received is legitimate?

@ |nitially you will have to either rely on the fact that you are expecting a message from
the person who sent the email to you, or call the sender to verify an encrypted email
was sent to you. Once you have registered and created an account on the Cisco
Registered Envelope Service site, any other encrypted emails you receive will have your
“Personal Security Phrase,” if you made one when you registered.
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